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Tools to mitigate the impacts of 
the online (dis)information war 
 

Background information 
 

What is disinformation? What can spread of falsehoods cause? 

Disinformation may be defined as a verifiably false or misleading 
information created, presented and disseminated for economic gain or 
to intentionally deceive the public, or a false information deliberately and 
often covertly spread (as by the planting of rumours) in order to influence 
public opinion or obscure the truth.  
On the contrary, misinformation is a false information spread 
unintentionally (a person sharing this false information believes in its 
validity). Their influence is, however, similar: they threaten public health, 
polarise the society, undermine public trust in democratic institutions 
and may even incite hateful acts and violence.  
 
How and where does it spread? 

Even tough disinformation is not a new phenomenon (the term itself was 
first used in 1939 in connection to Nazi regime in Germany), it has 
become increasingly important thanks to the Internet and mass usage of 
social media networks such as Facebook, Twitter and others.  
The current COVID-19 crisis has caused an incredible proliferation of 
disinformation, as people all over the world experience fear, uncertainty 
and also spend much more time online, thus are more exposed to fake 
news, videos, pictures, messages, articles, hoaxes and conspiracy 
theories than ever before.   
According to the statistics, an average Facebook user spends 
approximately 15,5 hours per month using this social network and 20 % 
of Americans gather information prevalently from online sources. Not 
talking about the pandemic, result of this trend was also demonstrated 
during the 2020 American elections, as Donald Trump used social media 
(most visibly Twitter) to influence the voters and elections themselves.  
 

Example solutions of countries and international organizations  
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The European Union has launched several initiatives in order to detect 
disinformation and prevent it from spreading further. For example, it 
pushed the giant social media companies (such as Facebook, Google or 
Twitter) to sign the Code of Practice on Disinformation, which aims to 
put more effort into fact-checking and labelling false or misleading 
content.  
Furthermore, the EU concentrates on educating its citizens and 
improving media literacy among them.  
Some states, however, adopted a different policy. Indonesia, Myanmar 
and Thailand made sharing of disinformation illegal and leaned on law 
enforcement, which led to increased arrests of suspects.  
Australia has also tried to combat disinformation by the means of 
legislature, introducing a new law prohibiting foreign interference in 
Australia’s elections. The state has, however, failed to enforce this law. 
 
Another country severely affected by disinformation, India, has 
introduced massive surveillance and China-style censorship on the 
online content, after having shut down the entire Internet over 100 times 
in 2019.   

UN involvement 
 
The United Nations is naturally deeply concerned about disinformation 
spreading.  
In the context of the COVID-19 pandemic, The World Health 
Organization (WHO) even describes current overflow of (dis)information 
as an infodemic.  
The UN have found several ways to respond to the proliferation of 
disinformation on the Internet, creating the United Nations 
Communications Response initiative. Among its strategies are the 
following.  
Firstly, the UN has established the Information Network for Epidemics 
(EPI-WIN), which unites technical and social media teams endeavouring 
to track down and to deal with falsehood on social networks and the 
Internet in general 
Secondly, the UN supports journalists, who try to communicate to the 
public correct information. Furthermore, it promotes freedom of media 
and press, which is, according to Michelle Bachelet, UN High 
Commissioner for Human Rights, more important than ever.  
Thirdly, it cooperates with telecommunication companies and related 
businesses in spreading awareness and scientific information.   
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Last, but not least, the UN aims to mobilize the civil society (including 
youths), which can help significantly in detecting disinformation, that has 
gone viral.  

Questions to take into consideration 
 

• Is this a severe problem in my country? What is my country’s 
position? 

 
• What has my country done so far to deal with this issue? 

 
• Does my country have any legislature regarding disinformation? 

Does it exercise any kind of control over the social media 
content? 

 
• Should social media companies fact-check the shared content 

more? Should they modify their policies? How? Does my country 
cooperate with social media companies to tackle this problem? 

 
• How can education help in dealing with this issue? How to 

increase media literacy? Does my country try to improve media 
literacy of its citizens?  

 

Useful links and resources used 
 

• https://www.un.org/fr/node/69189 - further reading on the UN 
Involvement 

• https://www.npr.org/sections/coronavirus-live-
updates/2020/04/14/834287961/u-n-chief-targets-dangerous-
epidemic-of-misinformation-on-coronavirus?t=1617536914802 –
a speech by the UN Secretary-General António Guterres on the 
topic of infodemic 

• https://www.dailysabah.com/world/un-ramps-up-battle-against-
coronavirus-untruths-disinformation/news 

• https://theconversation.com/the-battle-against-disinformation-is-
global-129212 - an insightful article with specific examples of 
some countries’ solutions 

• 2 articles about online disinformation and its role in American 
2020 elections: 

o https://www.opendemocracy.net/en/trump-lost-election-
he-won-online-disinformation-war/ 



Simona Miškufová Disarmament and Cyber security 

o https://www.npr.org/2021/03/05/971767967/trump-is-no-
longer-tweeting-but-online-disinformation-isnt-going-
away?t=1617186506994 

• https://digital-strategy.ec.europa.eu/en/policies/online-
disinformation / may come in handy if your country is a part of 
the European Union 

• https://www.acma.gov.au/online-misinformation - includes some 
tips how not to spread falsehoods unintentionally (useful not only 
for MUN!) 

• https://www.unicef.org/globalinsight/stories/online-
misinformation-and-disinformation-age-covid-19  

• https://www.americansecurityproject.org/disinfo-wars/ - 
something on disinformation wars (even historical ones), there 
are more relevant articles on the same website 

• https://www.merriam-webster.com/dictionary/disinformation - 
definition of disinformation 

 
 
 
 
 
 
 


